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Cloud Breaches Are Real
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Cloud Breaches Are Real
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Identify whether there is a need for 
longitudinal data management 

in cloud storage services
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Study Overview

API-based 
File Access

100 Participants Survey-based 
Study
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Cloud Storage Study

OR
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Generic Survey

9



File Specific Survey
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Demographics and Features
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Survey Participants

67

88% of accounts > 3 years old

80% used for both professional and personal

Media and documents were most common 

33
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Documents and images were most recognizable  

Shown Files Were Recognized

Asked if files were recognized

Less likely to recognize files from others
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Some Files Will Never be Accessed 

Never Access In Future:

23% 30%
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Desired Management Decisions

EncryptKeep As Is

7%59%
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Delete

34%



Desired Management Decisions

Delete EncryptKeep As Is

34% 7%59%
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Management Decisions Varied
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Generalizing Decisions

Generalized decision to similar files

Delete other “not useful” files

Keep media files as is
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Not All Files Were Remembered

Not remembered:

34% 39%
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Keep Sharing Stop Sharing

34% 11%

File Sharing



Key Findings

Many files in the cloud forgotten

Disconnect between desire and ability

Tools must handle large archives

Tools must handle long-lived archives
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Conclusion

Identifying the Need for Longitudinal 
Data Management in Cloud Storage

Need for scalable retrospective management tools

Longitudinal file management is necessary  
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